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GETTING STARTED

This guide assumes that WMS Pro has already been installed. If this is not the case, please
complete installation first and return here when done. Refer to the WMS Pro Installation Guide for
more information.

LOGGING IN

To log into WMS Pro, first open up a
web browser and enter the WMS Pro
server address that was selected during
the installation ‘n 'n n

(e.g. https://ipaddress or @ 3y SPro
https://computername).

Note: WMS Pro address uses https only
Login
If you are using a self-signed
certificate, you will receive a warning
when first accessing WMS Pro. On that Login name or email *
warning page there should be an option
to proceed ahead; this page is different
for each browser. Pasiicias «
Once the login window appears, enter
your login details in the given fields. The
default credentials are:

Forgot password?

Login name: admin
Password: Master#4346

Note: Each Operator is restricted to a
single active session. If multiple sessions
are attempted with the same Operator
credentials, then the previous active
session will be logged off.
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After you have successfully logged in for the first time, you will be prompted to change your password.

BWMS Pro

Login

Login name or email *

Password * oy

Forgot password?

Once the password has been changed, you will be taken to the Dashboard page, as seen below.

EWMSPro - 2.

= Dashboard Dashboard System summary information i
= First time using WMS Pro? Click here to view quick start guide.
Site maps
& Cardnolders Controllers Reglon : All Regions £ Doors Reglon : All Regions & Areas Reglon : ANl Regions & Input testing Reglon : All Regions &
Onine 2
User access 1 8 0
Total 2
History logs
Reports

Status & control

Recent history

Administration
Creationtime 1] Device time 1| Device type 1) Event description
07/05/2025 1029.59 AM 07/05/2025 10:29:56 AM Comms hardware System Default Site Aaron Dema - CommsHardware-Exp1 Radio signal strengih (0,3.0)
07/05/2025 102912 AM Operstor Operator Quach, Luy - Login
07/05/2025 102439 AM Operator Operator admin, admin Added - Tenant satting: logo
07/05/2025 102438 AM Oparator Operator admin, admin Added - Tenant satting: logo
07/05/2025 102408 AM Operstor Operator admin, admin - Login
07/05/2025 1008.07 AM Operator Operator Woods, Thomas - Login
07/05/2025 09.08:02 AM 07/05/2025 09:07:58 AM Comm path Melbourne Aaren Discovery - NONE Fail restored
07/05/2025 09.08:02 AM 07/08/2025 09.07:56 AM Comm path Melbourne Aarcn Discovery - NONE Failure
07/08/2025 09.07.56 AM 07/05/2025.09:07:53 AM Comm path Melbourne Aaron Discovery - NONE Software connected
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ADDING A PANEL TO WMS PRO

Now that you’ve logged in and changed the default admin password, you can begin to get your
hardware connected and online.

CONFIGURING PANELS TO COMMUNICATE WITH WMS PRO

When setting up communications to WMS Pro on your panel, you must first ensure the Comm
devices are correctly configured, then configure a Comm path to the WMS Pro server.

Configuring a Discovery panel can be done using the Discovery Web User Interface (preferred) or
CTPlus, whereas configuration of ChallengerPlus panels should only be performed via the CTPlus
software. CTPlus must be version 3.0 or newer before proceeding, the download link can be found

here: https://aritech.com.au/document-category/software/

To find the IP address of your panel, use a keypad to navigate to menu 19 >9>3 > 2> 1. This
menu will display some network configuration information, which can then be used to connect to your
panel for the remaining configuration steps.

For Discovery panels, open a web browser and enter the displayed IP address to load the
Discovery WebUI. To configure a panel in CTPlus, ensure it's either connected directly to a PC via
USB (ChallengerPlus only), on the same network via Ethernet, or online via UltraSync.

To modify configuration of comm devices, refer to the below based on your preferred method:

Discovery WebUI CTPlus software
Login and navigate to Install Menu > Communications > Login and navigate to Panel programming >
Comms devices, then select Onboard Devices. Communications > Comm devices, and ensure the

Onboard Device is selected.

& Discovery
s Panel programming

Onboard Ethernet device

Ethernet name CH-257182040085

To configure onboard Ethernet options, ensure the following are ticked or unticked as required:
o Enable ethernet — when ticked, the onboard ethernet connection will be active.

o Enable DHCP — when ticked, the onboard ethernet connection will accept an IP address and
other related network options from a DHCP server. Untick to set these options manually.

o Enable Ping — when ticked, the Discovery control panel will respond to ping requests on the
onboard ethernet connection.

IP address info may be configured manually by ensuring that “Enable DHCP” is un-ticked, then filling
in the required information. Please note that IP address and other network settings are not displayed
here whilst DHCP is enabled.
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Once your panel has been configured with the appropriate network settings, it's time to set-up a comm path for
connecting to WMS Pro. Refer to the below based on your preferred method:

Discovery WebUI
Navigate to Install Menu > Communications > Comm
paths, then click the + Add button in the top-right.
Select an available comm path number, and select the
configuration type called “WMS Pro (TCP)”.

Add path X

Select comm path number

3 v

Select configuration type

WMS Pro (TCP) v

Setup

Enable Connection
Path name

WMS Pro (TCP)

I acatinn: OnRnard

Scroll down until you reach ‘IP settings’, select either
‘URL name’ or ‘IP address’, and enter the IP address or
domain name of the WMS Pro server, as entered during

setup (https prefix not required).

IP settings

Select to configure

@ URL name O IP address

URL Name

Either URL Name or Send to IP must be provided

Send Port Number

13000

Cancel

Scroll down again until you reach ‘Encryption’, and copy
the 6-digit Encryption Key. You’ll need this later.

Encryption

Encryption type

AES CBC(256 Bit) 34

Encryption Key
225970

Panel will never return current value. Sending an empty value does not
overwrite current panel setting, unless Encryption type is also 0.

Advanced

Cancel

CTPlus software

Navigate to Panel programming > Communications >
Comm paths, then select an unconfigured path. Click
on the Config wizard 2] button, and select the type
called “WMS Pro (TCP)”.

Fill in the ‘Send to address’ field with the IP address or
domain name of the WMS Pro server, as entered during
setup (https prefix not required).

Type  WMS Pro (TCP)
Name  WMS Pro (TCP)
Properties

4 Properties

Copy the 6-digit Encryption key. You’ll need this later.
Settings can be changed at any time if required, on the
IP/Encryption settings tab.

s | P/ENGTYPBON SEtNGS | Advanced settings  Authentication

Send to address

Dynamic computer address

Send port

Receive port

Encryption type

Al other settings should be left at default values unless otherwise advised. Click the Save [l icon to finalise changes
and activate the comm path. Once activated the comms path will start the handshake process with WMS Pro.
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SETTING UP REGIONS AND SITES

In WMS Pro, Sites are used to organise multiple Controllers into groups. These are typically used
when Controllers are situated in the same location (e.g. if a large building contains multiple
Controllers).

Selected 0 [ Show selected

5B v
O Namell Location |
O sydney Lidcombe
O system Defaun Sie

B ov

Selected: 0 Total:2

Regions are used for grouping multiple devices, and may span multiple Controllers. Regions can be
created in any configuration with any device, and can impact what devices an Operator is able to
see.

When enrolling a new Controller, you will be prompted to assign it to a Site and Region. By default
there is already a System Default Site and System Default Region created in the system, which
smaller installations may use in lieu of creating their own Site and/or Region organisational
structures.

Note: All Controllers, Devices and Cardholders will be assigned to the Region specified during
enrolment, which by default will be the System Default Region. Most items in WMS Pro must
belong to at least one Region, and will be automatically reassigned to the System Default Region in
the event that all assigned Regions are removed from the item(s).

Regions

Selected: 0 [0Show selected
5 v

O Namell Notes ! Inuse !}

O sydneyoffice false

[ system Default Reglon Intenal generated region true

1 B v

Selected: 0 Total: 2
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ENROLLING AN UNROLLED CONTROLLER

Once the comm path record has been saved in the Discovery WebUI or CTPlus, the panel should
now appear in WMS Pro under Administration > Controllers > Unenrolled controllers. You may
have to select the appropriate Controller type from the selection list just above the search field.

Controliers i
Unenrolled controilers

Control pane!

Selected : 0 Show selected

1 Namell Serial number |

257182040085

Select the Controller to be enrolled, entering all required details in the pop-up window displayed. You
will be prompted to enter the Encryption key from earlier, along with selecting the Site and Region
to be assigned to this Controller, along with its Devices and Cardholders.

Enrolling new controller(s)

Encryption key *

Site *

System Default Site - =]

Region *

System Default Region -

0

Click “Save” to proceed and start the enrolment process.

If all details have been entered correctly, your Controller is now enrolled and should have already
started synchronising all programming and configuration into WMS Pro. This process may take
several minutes depending on the size of your system, and progress can be tracked on the
Controllers page, the Status & control page, the Recent events widget on the Dashboard, or the
History log page. Once completed, the Controller status will update from ‘Retrieval in progress’ to
‘Online’, and you will see an event or log entry saying “Retrieve data complete” for the Site and
Controller name.
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Controller Access Groups (CAG) are a unique combination of a Controller’s alarm groups, door

groups and floor groups that can be assigned to Cardholders in WMS Pro.

CAGs can be created manually and are also automatically generated from a pre-existing user’s
alarm, door, and floor groups. The names these generated CAGs are given follow the format
“DGx+AGy+FGz” (Door Group + Alarm Group + Floor Group), examples of which can be seen below.

Controller Access Groups Listof Contoler Acess G

Contollr name

Selected 10

0 Namell Ham group!| Door group !

0 DBI+AG3HFG1 3: Mastercode 1:Nae

Selected :0

"

Floor group 1|

Ticha

Contraller

(H2

(] hiow seected

) B v

In the example to the right, this CAG has:

e Alarm group 32: “General staff arm/disarm”

e Door group 6: “Melbourne staff doors”

e Floor group 2: “Base building floor
access”

These three groups are all bundled together
into a single CAG and can be assigned to
multiple Cardholders.

Note: CAG name and groups can still be
changed in the “Edit CAG” page, even after
creating the CAG. Make sure the CAG name
is meaningful and appropriate to the
allocated groups.

Aritech Australia Pty. Ltd.
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CARDHOLDERS AND ASSIGNING ACCESS

Alist of Cardholders can be found on the Cardholders page. In WMS Pro, a Cardholder is a person
who has access to the physical system (e.g., accessing doors, arming/disarming areas, etc.) via
means such as a card and/or PIN code.

New Cardholders can be created on this page, and pre-existing ones can have their details
configured here. New Cardholders are automatically added to this list during Controller enrolment,
using the information stored directly in the connected Controllers.

Cardholders Carcholce nformton m 8 Import cardholder names

Seleced: 0 [ Show selected

¢ il 5 v

0 FirstNamel! Last name [ Department [} ErployeeID [} Emal 1}

o

Bil Balley Default emall@emal.com

0 tim davis Defaut

o

Mich Parker Default
O Master TECOM Defaut master@diszoverylocal
U Tom Waods Default

1 v

Selected: 0 Totak: 5

Please note:

¢ When there are multiple Controllers which have had their Cardholders and access groups
broughtinto WMS Pro, there may be multiple “MASTER Tecom” Cardholders in the system.
However, if all the MASTER Tecom Cardholders have the same card data, then WMS Pro
will merge them all into a single Cardholder record. When enrolling multiple Controllers, it's
always recommended that installers ensure that identical card data is entered for common
users such as MASTER Tecom.

e Cardholder names will be generic when retrieved from a Controller with an IUM fitted, as
names are not stored on device hardware when fitted. A list of Cardholder names can be
imported at any time by using the ‘Import cardholder names’ button.
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Cardholder details can be edited by clicking on the row containing the Cardholder name. Make sure to
always save changes after entering details before moving to a new tab. To allocate CAGs to the
Cardholder, click on the Access groups tab, then click the & symbol in the Controller row to display
a pop-up window allowing a CAG to be selected for that Controller.

Access graups. Regiens . Events
L Unified Access Group
m 1 Show essigned
Name |- Controller name (1 site 11
1 efaut
= .
Select - CAG

Name 7L Alarm group Tl Door group Tl Floor group 11

None

® DG1+AG3+FG1 3 : Master code 1 null 1:cba

Select the desired CAG from the list then click “OK” to finalise the changes. Each Cardholder can
only have one CAG per Controller assigned to them.

To quickly and easily assign access across multiple Controllers, Unified Access Groups (UAG) may
be utilised. For more information about UAGs, see the embedded help menu in WMS Pro.

Aritech Australia Pty. Ltd. Version 3.3
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CREDENTIAL GROUPS

A Cardholder’s Credentials can be configured in the Credentials tab. If there are pre-existing
Credentials for the Cardholder, they will appear in the Credentials list. A new Credential may be
created by clicking on the a* icon.

PP — = ) =

Credentials ~ Fe

Selected 0 [ Show selected

Name 1! Credential group | Card format 1| User no. Card number Status [

TECOM Masts PIN Oniy

o
=z

Eq-— Edit Credential(s)

A new pop-up window will appear when a new Credential is being made. Selecting the Credential
group will automatically populate the Card format field. The Credential group is what helps WMS Pro
determine which Cardholder belongs to which Controller — as long as both of them share the same
Credential group, the Cardholders’ details will be sent to that Controller. For more information see the
embedded help menu in WMS Pro.

Create new credential
Create new credential details

Card detalls Dates & Status PINs
[ Pin only

Credential group *

Auto generate Tecom 27 =]
Card format Name
Site code * Card number *
Allowed range: 1- 2047 Allowed range: 1- 65535

Card data

Cancel
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OPERATORS AND ASSIGNING REGIONS

Multiple Operators can be created in WMS Pro. To assign Regions to the Operators, navigate to
Administration > Operators, click on the Action drop-down menu, select Edit to open a new pop-up
window, go to the Region permission tab and tick the checkboxes next to each Region that
Operator should have access to, or click on ‘Full region permission’ to allow access to all Regions
created now and in the future. By assigning Regions to Operators, anything outside their assigned
Regions is invisible to them, creating a closed and segregated system.

Devices are always assigned to at least one Region. Make sure devices are assigned and
unassigned to their required Regions to make best use of this functionality.

Available: 3 /5

Operators Manage operators and perissions,
' + Create
Eeﬁ:‘:lﬂ n

Actions Login name [/ Name ! Sumame!! Roles Emall address 1/ Reserved !l Activell Creationtime !

8 ctons - B aamin adin adin A v Yo 250212026 120521

1 Actions Mich Patker Acmin, User D Yo 15/02/2026 144851

£ Actions * abe WA Woods Admin N 4] 1 25/03/2026 11:56:32

Totkd « ¢ 1 » »|H v

Edit operator: abc x
Operator information Roles o Region permission

Full region permission

ame Q

Ca nce' m
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LOGGING IN THROUGH CTPLUS

Operators needing to make programming changes to Controllers and Devices can use CTPlus in
“WMS Pro mode”. This mode allows CTPlus to log in to the WMS Pro system rather than using the
standard offline database, in order to access the programming data directly from the WMS Pro
database. You will need to enable this functionality in CTPIlus by navigating to Application >
Preferences and selecting WMS Pro under Login type.

Panel proagramming Smart car L Administration Application

L .

E it Window mode

Tabbed

Floating

Enable navigation tree

Close all forms closes panes as well
Login type
Standard
WMS
WMS Pro

Once selected, click OK to save and logout of CTPlus. The next time you're presented with the
CTPlus login screen, you'll see a new WMS Pro login option. Tick this option and enter your WMS
Pro Operator login credentials in the Login ID and Password fields, and enter the address of the
WMS Pro server (including the https prefix) to proceed.

Login ID

Password

WMS Pro login

Cancel

WHMS Pro https://10.0.0.126

The WMS Pro address is the same as the one used for the WMS Pro installation, and as accessed
by the web browser.

Note: The same operator credentials cannot be used simultaneously in both WMS Pro and CTPlus, it
is strongly recommended that a unique Operator is created in WMS Pro for use with CTPlus.

Aritech Australia Pty. Ltd. Version 3.3



WMS Pro Quick Start Guide Page | 13

When you have successfully logged in you will be presented with a list of panels enrolled in WMS Pro,
select one to continue.

CTPlus is now using the WMS Pro database instead of the local CTPlus database. On the top left
corner of CTPlus it will now say “WMS Pro login mode”.

Operation User access Panel programming Administration Application

@ Y K3

Activate Connections Command Live Door/Lift
system queue events actions

When using CTPlus in WMS Pro mode:
e Panel programming is immediately loaded and available to the installer
¢ Changes made are saved immediately in WMS Pro and the hardware
¢ Any changes made in CTPlus while connected to WMS Pro will automatically save the changes to both
WMS Pro and the selected Controller.

To program a different panel in WMS Pro, click on the “Activate system” button (as seen in the
above image) and select the desired panel from the available list. To switch back to the standard
offline CTPlus database, logout and untick the “WMS Pro login” checkbox on the login window, then
log back in using your normal CTPlus username and password.

Aritech Australia Pty. Ltd. Version 3.3
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TROUBLESHOOTING

The following information can be used for basic troubleshooting prior to contacting technical support.
For further assistance with these or any other issues, please contact your system integrator or Tecom
distributor.

UNABLE TO CONFIG CARDS USING CARD PROGRAMMER

If you have upgraded from WMS Pro 1.0, you will also need to upgrade the SCP Interface
application from V1.0.0.2 to V1.0.0.4. If you are using WMS Pro 2.0 or later and still have SCP
Interface V1.0.0.2, the card programmer can go online with WMS Pro but it will not be able to
change config or write config/user cards.

To upgrade your SCP Interface follow these recommended steps on each PC with the SCP Interface
installed:

Uninstall SCP Interface

Login to WMS Pro browser and go to Card programmers page
Select card programmer to edit

Press 'Download' to get the latest SCP Interface

Unzip itand install the latest ScpinterfaceSetup.exe

HOW RETRIEVING USER DATA IS IMPACTED BY THEIR CREDENTIALS

If user data is retrieved from a Controller already enrolled in WMS Pro and has different card
data/user flags/start and end dates than what is found in WMS Pro, then the following will happen:

o |If the card data belongs to a Credential group which is assigned to more than one
Controller, a mismatch is detected.

o When a mismatch is detected, a mismatch event will be logged in history, and the
current card data in WMS Pro will be sent back to the Controller, overwriting the user
data in the panel so that it matches the data present in WMS Pro.

¢ If no mismatch is detected, then the changes from the Controller are applied to WMS
Pro.
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When the WMS Pro comms service is offline, an error message will appear to Operators currently
logged in or attempting to log in to WMS Pro. Operators will not be able to use WMS Pro until the

service is successfully restarted.

Warning: WMS Pro Comms service is not running

§WMS Pro

Dashboard

Reglon : All Regions Doors

Recent history

09/08/2025 1138:51 AM

09/D8/2028 103217 AM

09/05/2025 095531 AM

09/05/202509.5531 AM

09/08/2025 0947:39 AM

First tims using WMS Pro? Ciick hers Lo view quick start guids.

Reglon : All Regions Areas

Device type 11
Operatar
Operator
Operator
Operatcs
Gomm path

Comm path

Reglon : Al Regions out testing Region

If this occurs, open the “WMS Pro Server Status & Manager” and attempt each of the steps below

until your system is back online:
Restart the Event service
Restart the Panel service

Restart 1S (Internet Information Services)
Test that the database is connected.

[ WMS Pro Server Status & Manager
B Panel service stopped

B 1S stopped

@ Database connected

Event service starting

[# RabbitMQ running

Restart Auto restart 15 on failure
Test
Restart

Restart

26/03/2025 3:17:10 PM Database connected
26/03/2025 3:17:11 PM Panel service stopped
26/03/2025 3:17:11 PM Event service stopped
26/03/2025 3:17:11 PM RabbitMC running
26/03/2025 3:17:11 PM IIS stopped
26/03/2025 3:17:41 PM Event service starting

Event service starting

Alternatively, the above services can also be managed or restarted via the Windows “Services”
snap-in. Once all services have been successfully restarted, the error message should no longer

appear and WMS Pro should continue to ope

Aritech Australia Pty. Ltd.
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UNRESPONSIVE PANELS

In WMS Pro, you may encounter an issue where WMS Pro cannot communicate with Controllers,
even though everything else seems to be working. This could be due to an issue with the WMS Pro
comms service, where the service may indicate that it is running when in fact it isn’t, or it might be
stopped. Restart the panel service using the WMS Pro Service Status & Manager app.

(%] WMS Pro Server Status & Manager - O *
B Panel service stopped

B 1S stopped Restart Aute restart |IS on failure

@ Database connected Test

Event service starting Restart

B RabbitMQ running Restart

26/03/2025 3:17:10 PM Database connected
26/03/2025 3:17:11 PM Panel service stopped
26/03/2025 3:17:11 PM Event service stopped
26/03/2025 3:17:11 PM RabbitMC running
26/03/2025 3:17:11 PM 115 stopped
26/03/2025 3:17:41 PM Event service starting

Event service starting

Using a unique instance name instead of the default SQL server instance names, may also affect
communications between WMS Pro and Controllers in some cases. Please contact your system
integrator or local Tecom distributor for further assistance with this issue.
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